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Middlebox



® Needs

Varieties of functions: Security & Performance

Middlebox:
Pain Spot in
modern networks | @ Troubles

Widely deployed: A third of network devices

Deployment and configuration:
Complex & Error-prone

Costs: Personnel, Money, Time
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Middlebox meets

SDN NAT Light F|_re_vQII (LF)  Heavy Firewall (HF)
HI
H?2

Policies:

— % Controller
Policies

Forwarding Ambiguity

(1) HI — NAT — L;
(2) H2 — NAT — LF 2 HF — |,
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Middlebox meets
SDN

Stateless— Stateful

Policies:
(I) HI — NAT — L¢
(2) H2 — NAT — LF == HF — L



Middlebox meets
SDN

NAT
Some Crucial Rules
Matching Action
S2 tag=<src:H2, NAT>, fwd(LF)
interface=S2:S|
S2 tag=<src:H|,NAT>, fwd(S3)
interface=S2:S|
S3 tag=<src:H2, LF, alert>, fwd(HF)
interface=S3:52
S3 tag=<src:H2, LF, pass> fwd(Le) Flowtags [NSDI ’14]
'“It_elrLface=S3=52 Stateful Tags on packer header

Policies:
(I) HI — NAT — L¢
(2) H2 — NAT — LF 2t HF — L




Middlebox-Bygmtss Attacks
SDN

NAT
Some Crucial Rules
Matching Action
S2 tag=<src:H2, NAT>, fwd(LF)

interface=S2:S|

tag=<src:H|,NAT>,
interface=S2:S|1

fwd(S3)

S3 tag=<src:H2, LF alert>, fwd(HF)
interface=S3:52
S3 tag=<src:H2, LF, pass>  fwd(Lg)
Interface=S3:S2
Vi

Policies:
(I) HI — NAT — L¢
(2) H2 — NAT — LF 2t HF — L




Middlebox-Bypass Attacks

NAT

Some Crucial Rules

Matching Action

S2 tag=<src:H2, NAT>, tag(LF, pass)
interface=S2:S| fwd(HF)

S2 tag=<src:H|,NAT>, fwd(S3)
interface=S2:S|1

S3 tag=<src:H2, LF, alert>, fwd(HF)
interface=S3:S2

S3 tag=<src:H2, LF, pass> fwd(Lg)
Interface=S3:S2

Leads to:
ms * Severe security breaches

Policies:
(1) HI — NAT — L, |
(2) H2 — NAT — LF 2 HF — L; * Performance degradation




Middlebox-Bypass Attacks:
More than Hypothesis

Switch | Some Crucial Rules

Heavy Firewall (HF)

Light Firewall (LF)

tag=<src:H|,NAT>,
interface=S2:S|1

S3 tag=<src:H2, LF, alert>,
interface=S3:52
S3 tag=<src:H2, LF, pass>
Interface=S3:52
VA

ity breaches
Policies: 4

(1) HI — NAT — L;

(2) H2 — NAT — LF 2 HF — ¢ nce degradation




Middlebox-Bypass Attacks:
More than Hypothesis
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Middlebox-Bypass Attacks:
More than Hypothesis

HI
g Insecure firmware, Insecure NOSes
H2 e.g. ONIE

Pickett @ DEFCON



Middlebox-Bypass Attacks:
Existing malicious switch

) » Blinded by coward-attack
detection methods > Waste valuable control

channel bandwidth

® Probe-based Methods

® Statistics-based Methods

» False positive (negative)
» Waste valuable control
channel bandwidth



® Probe-based Methods

» Blinded by coward-attack
» Waste valuable control

Middlebox-Bypass Attacks: channel bandwidth

— X IST Y IC)— N iy B P e T I TS

® Statistics-based Methods

> False positive (negative)
» Waste valuable control channel
bandwidth



FlowCloak: Defeating
Middlebox-Bypass Attacks in
Software-Defined Networking



FlowCloak:
Model

Controller



FlowCloak: e ptag verification

Architecture NAT o Clonk i .
HI
g No Cryptography
D | Policies: Computation on Switches
d (DHI—NAT — L;
tag ptag (2)H2 — NAT — LF 2etHF _LE

FlowCloak Tag



FlowCloak:
Architecture

NAT FiowCloak LFriowCioak
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FlowCloak:
Middlebox vs. Middlebox

alarm to controller Tag Generation _t e

<ot Eesur>

generate prag

v _ Y
ass?
\/

NAT fiowcioak LFeiowcioak

=

- Processor
N

drop or
) further mnspection .
tagged/untagged packet from switch tagged packet to switch

Packet Processing Logic on FC Middleboxes



FlowCloak:
Middlebox vs. Middlebox

NATFIowCIoak LFFlo_ﬂC_IO_ik

alarm to controller Tag Generation

4—

TAGVERIFICATION(P)

if 1sexist(P. dtag, dtagmap) then

v Y
Packet
ass?
Processor
N
drop or
' further mnspection v .
tagged/untagged packet from switch tagged packet to switch

Packet Processing Logic on FC Middleboxes

ptag’ = Hash(Sample(P. Header))

if(ptag’ == P.Header.ptag)

return TRUE
return FALSE
TAGVERIFICATION ends




FlowCloak:

Middlebox vs. Middlebox

alarm to controller Tag Generation
> set dtag
ass? > NY
generate prag

Tag Verification
Pack ~
SN acket o
Processor >
N
drop or

_ further mnspection
tagged/untagged packet from switch

N

N\
Z.
N\

tagged packet to switch

Packet Processing Logic on FC Middleboxes

TAGGENERATION(P)
if next dev(P) ==
DEV.MIDDLEBOX then
dtag = flowtags(P, self.ID,
Controller)

writedtag(P, dtag)

ptag = Hash(Sample(P. Header))

writeptag(P, ptag)

else

ptag = Map(Sample(P. Header))

TAGGENERATION ends




FlowCloak:
Middlebox vs. Switch

No cryptography computation: Egress Switch Rules

Simulating the hashing function Matching Action
using 0”')’ match-forward rules PSampleDomain=0 && PHeader.ptag=1 forward

PSampleDomain=1 && PHeader.ptag=0 forward

Hash(b)=~b:
Hash(0)=I
Hash(1)=0



FlowCloak:
Middlebox vs. Switch

No cryptography computation: Egress Switch Rules

Simulating the hashing function Matching Action
using 0”')’ match-forward rules PSampleDomain=0 && PHeader.ptag=1 forward

. . ) PSampleDomain=| && PHeader.ptag=0 forward
Satisfying Security means

Sufficient Rules
Hash(b)=~b:
Hash(0)=I
Hash(1)=0



FlowCloak:
Middlebox vs. Switch

Length(PSampleDomain)=!

2 rules; Matching Action

o PSampleDomain=0 && PHeader.ptag=1 forward
Length(PSampleDomain)=n
2" rules;

Too many rules for limited

TCAM capacity HaShgg;bb:
Hash(0)=1

Hash(1)=0

PSampleDomain=1 && PHeader.ptag=0 forward



FlowCloak:
Middlebox vs. Switch

Multi-tag technology

Middlebox Side:

Multi-tag generation based

on parallel generation and
g 2 & hashing table.

Flow Table | Flow Table 2 Flow Table 3 Switch Side:

Multi-tag verification using
only ', 2”hi rules rather
than [TL; 2”hi rules




FlowCloak:
Middlebox vs. Switch

Caveat:
Each tag becomes shorter

g2 & —Attacking each part

becomes easier!?

Flow Table | Flow Table 2 Flow Table 3




FlowCloak:
Middlebox vs. Switch

scheme mdicator map 262 13 9 7 25 Legend

select mapping scheme 0 [ _k—— | ] bito []bit1

header
01 2 3 4 5 6 7 8 9 10111213 14151617 18192021 222324252627 2829 3031
index<’

6 2 2112 30 22 16 28 6 0 2027 10 31 22119610302612 531 0 251510

LT G CRIRED Xy i

map
Pmlétg \%u}_ﬁ
873
0O 1 2 3 4 5 6 7 8 9

2 5 1 0 4 6

mdex
01 23 456 7 8 9

g (T L LTI

mapping scheme 0 mapping scheme 1

More sophisticated mapping:

Shuffle |

Shuffle 2

multiple mapping schemes + nonconsecutive sample bits + double shuffle



FlowCloak:
Evaluation -- Environment

® Middlebox: Snort, 387/29300 lines of C code modified

® SDN: OpenDaylLight Carbon as Controller

OVS v2.5.3 as switches
Mininet for network simulation

® Hardware: Each Snort instance is assigned with
8GB memory and 2 2.3GHz(E5-2670 v3) CPUs



FlowCloak:

Evaluation -- Feasibility
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header bit index: IP + TCP

packet header dynamics in 5000 sniffed co-flow packets
Is there sufficient diversity in packet headers?
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header bit index: IP + TCP

packet header dynamics in 5000 sniffed co-flow packets
Fortunately, we get enough dynamics in packet headers.



FlowCloak:
Evaluation -- Robustness

(a) Hashing (b) Mapping
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number of apperance number of apperance

ptag distribution under hashing and mapping
Can attackers find any pattern in ptag!?



FlowCloak:
Evaluation -- Robustness

(a) Hashing (b) Mapping

100 F 100

(6]

o
o)
o

number of probabilistic tags

number of probabilistic tags

o
o

—
o !
o

0 5 10 5 10 14
number of apperance number of apperance

ptag distribution under hashing and mapping
Both approximate binomial distribution



FlowCloak:
Evaluation -- Efficiency

(a) Middlebox (b) Egress Switch

13 - - - 0.1

FlowCloak-enhanced Snort

B 1 table
[ ] 5tables

[ 10 tables
200 400 600 800 10 100 1300
packet instance b|trate (Mbps)

overhead of FlowCloak
Is performance degradation acceptable!?



FlowCloak:
Evaluation -- Efficiency

(a) Middlebox (b) Egress Switch

13 - - - 0.1

FlowCloak-enhanced Snort

B 1 table
[ ] 5tables

[ 10 tables
200 400 600 800 10 100 1300
packet instance b|trate (Mbps)

overhead of FlowCloak
Latency induced by FlowCloak on Middlebox: 0.3 ms
Latency induced by multiple flow tables: no obvious delay
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FlowCloak: Defeating
Middlebox-Bypass Attacks in
Software-Defined Networking

Middlebox meets SDN

|

Middlebox-bypass
attacks

|

FlowCloak & Multi-tag
technology

|

Efficient, Accurate &
Robust









